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Digital Forensics and Incident Response

5 day course Classroom, online or in-house

Course overview

The first hour of an incident determines what evidence still exists, and the instinct to reboot a compromised machine
destroys most of it. This course covers responding without losing the ability to find out what happened. Delegates
work through response phases and the decisions each requires, evidence identification, acquisition and the chain of
custody that keeps it admissible, and volatile data capture before containment. Disk, memory and log analysis follow
at a practical level. Containment, eradication and recovery are covered, including the question of when to disconnect.
Reporting to management, regulators and possibly a court is addressed. The course closes on the lessons process
and on preparing before an incident rather than during one.

What you will learn
» Work through the response phases and the decisions each requires
« Identify, acquire and preserve evidence with a defensible chain of custody
» Capture volatile data before containment destroys it
» Analyse disk, memory and log evidence at a practical level
» Decide on containment, eradication and recovery actions
» Report to management, regulators and legal proceedings
 Prepare a response capability before it is needed

Who should attend

« Incident responders and security analysts

* IT administrators who will be first on the scene
« Internal auditors and investigators

* Legal and compliance staff handling breaches
» Managers responsible for incident decisions

Course outline
The first hour and what it destroys
Response phases and decisions
Evidence identification and chain of custody
Volatile data capture
Disk and memory analysis
Log and network analysis
Containment, eradication and recovery
Reporting, lessons and preparation

Upcoming dates

Dates Venue Format Fee per delegate
9 to 13 November 2026 Nairobi, Kenya Classroom USD 1,325

14 to 18 December 2026 Lagos, Nigeria Classroom USD 1,325

1 to 5 February 2027 Online Online R8,500

8 to 12 March 2027 Cape Town, South Africa Classroom R19,950
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Fees and how to register

This 5 day course is R8,500 per delegate online, R19,950 in the classroom in South Africa, Botswana, Namibia,
Lesotho and Eswatini, and USD 1,325 in the classroom elsewhere in Africa. In-house training is quotation on request.
Book 2 or more delegates on this course and save 10%.

To register or request an in-house proposal, visit www.afrisciencegroup.com, email info@afriscience.co.za, or
WhatsApp us on +27 63 479 1136.
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